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Cultivate Sustainability 

      Why Is It Important?

�&�R�P�P�X�Q�L�W�L�H�V���Q�H�H�G���W�R���E�H�J�L�Q���G�H�Y�H�O�R�S�L�Q�J���D���S�O�D�Q���I�R�U���W�K�H���&�–�(���V���4�Q�D�Q�F�L�D�O���V�X�V�W�D�L�Q�D�E�L�O�L�W�\���I�U�R�P���W�K�H���Y�H�U�\���H�D�U�O�\

stages of the process to support the partner network and the technology platform. Government

agencies and philanthropic funders have played a major role in providing communities with the initial

grants and investments to create, test, and implement innovative technologies that link data from the

health care, human, and social service sector to present a broader picture of health. However, these

�L�Q�L�W�L�D�O���I�X�Q�G�L�Q�J���V�R�X�U�F�H�V���D�U�H���R�I�W�H�Q���L�Q�W�H�Q�G�H�G���D�V���V�W�D�U�W���X�S���I�X�Q�G�L�Q�J���D�Q�G���Q�R�W���P�H�D�Q�W���W�R���V�X�V�W�D�L�Q���W�K�H���H�•�R�U�W��

�7�R���H�Q�V�X�U�H���W�K�H���&�–�(���V���U�H�O�H�Y�D�Q�F�H���D�Q�G���Y�L�D�E�L�O�L�W�\�����F�R�P�P�X�Q�L�W�L�H�V���Q�H�H�G���W�R���G�H�Y�H�O�R�S���D�Q�G���V�H�F�X�U�H���4�Q�D�Q�F�L�D�O���D�Q�G���L�Q���N�L�Q�G

resources from diverse sources to guide the CIE from its start-up phase to sustainable operations.

Robert B. McCray, Alliance Healthcare Foundation, at the 2018 2-1-1 Connections Luncheon
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         Action Checklist

1. Start Sustainability Discussions Early

Strategize and diversify funding. Plan for sustainability from onset, starting with discussions about the 
business model, partnerships, and funding required to maintain a CIE over time. Identify potential ongoing 
sources of funding and opportunities to write CIE development, use and upgrades into grants and contract 
opportunities. Create a long-term sustainability plan that provides a rationale for funding and guide sustain-
ability activities and steps over time. Clearly identify and communicate a model that expects ongoing philan-
thropic or government support or a model that expects the CIE to be  self-sustaining through member fees.

Engage funders and communicate progress and wins. Invite existing and prospective funders to 
engage in developing the CIE, in addition to discussing long-term funding. Share the CIE’s successes through 
various networks and collaboratives.

2. Determine Sustainability Costs

Establish a runway for multi-year capacity building. 

     • 

       existing partners on an ongoing basis.

     • ongoing customization of the technology 
       platform and partner integrations. When determining these costs, a CIE should consider that partners 
       may need support with multiple integrations over time as they upgrade their internal systems.

     • CIEs will also need either in-house or contracted legal counsel to ensure that the partner network and 
        technology platform comply with all laws and regulations related to health care privacy, as well as 
        information security specialists to protect individuals’ data for misuse.

     • Don't underestimate the need for and cost of partner outreach, training, on-boarding, and continuous 
        support.

Demonstrate impact and return on Investment. 
prospective funders and investors to increase the likelihood of securing ongoing funding. The ROI cases 
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3. Create Value Propositions for Key Sectors

Determine the value of data to inform opportunities. 
Determine how data available through the CIE can inform decision making, generate revenue, or support 
initiatives for each user and within each sector. Conduct research on sectors like healthcare, public health, 

Engage the public sector early. 
and improved community-level health outcomes, and should be a natural partner and ongoing source of 
funding for a CIE. A CIE should also cultivate relationships with state and federal government and encourage 

potential cost savings and engage those potential savers in early development.

Engage the philanthropic sector. Federal, state, and local funders that support community health and 

-
tion and service providers, and even sustainable sources of funding. Funders may also be interested in 
partnering with a CIE on research to inform other community health-focused data sharing initiatives.

 

         Creating Value Propositions

In 2018, 2-1-1 San Diego drafted its CIE sustainability plan to share with key funders and partners, and has 
held ongoing discussions with its Advisory Board on the proposed strategy. The sustainability plan included 

metrics.
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Establish a business model and monetization strategy. Consider a membership model with 
licensing fees paid by organizations using the system. Establish fees for organizations outside the partner 
network to access and/or use the aggregated data to support business, policy, and research decisions.

Continually evolve and stay abreast of changing funding climates and opportunities. Lever-
age existing collaboratives or initiatives that need an infrastructure to work on target populations on utiliz-
ing the CIE to support.

sparked them to become early investors in information sharing community models centered on the social 
determinants of health and how data sharing initiatives are informing future investments.
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      Why Is It Important?

A CIE is part of a nationwide movement to promote local and regional health health care and social service 
collaborations that use technology to share data with a focus on delivering person-centered care and 
enhancing population health. 

While the primary focus of a CIE is to nurture the local ecosystem of network partners, a CIE also can play a 

of data in understanding and addressing the impact of social determinants on population health, and 

routinely monitor the landscape and remain agile to adapt to political, economic, social, and technological 
-

and continuous improvement to ensure that CIE policies, programs, and practices result in improved 
individual and population health. 

Transform and Shape the Movement

2-1-1s from around the country.
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          Action Checklist

1. Nurture the Regional Ecosystem 

Be agile to adjust to the environment. Analyze data to better understand local needs and how 
current interventions are improving health. Continuously monitor the local, state, and national legislative 
and funding environment to better anticipate how they will shape changes to the CIE.

Deepen relationships with the network of partners and participants. Focus on opportunities to 
build the local and regional capacity to deliver person-centered care that produces better health outcomes 
while minimizing duplication of services, reducing errors, and cutting costs.  Engage new partners serving 
diverse populations and geographic areas.

Promote process improvement. 
network and technology platform to inform continuous process improvement.

            CIE Development Process Evaluation

2-1-1 San Diego’s leadership understands that expanding the footprint and the impact of the CIE within the 
San Diego region requires a growth mindset and a commitment to continuous process improvement. In 
2018, the agency received funding from the Schultz Family Foundation to hire a third-party evaluator to 
conduct a process evaluation of the CIE’s development. The process evaluation used interviews, research 
studies, organizational documents, and interviews with the 2-1-1 San Diego team and CIE partners to 
examine the quality of service delivery related to the development and implementation of a legal frame-
work, community partnerships, technology, and sustainability planning. The evaluation also traced the CIE’s 
evolution toward a broader, community health framework and a longitudinal, client record, and explored 

and lessons learned from the process evaluation have been incorporated into the action steps that are 
highlighted throughout this toolkit.

©2019 Community Information Exchange/211 San Diego, Inc., All Rights Reserved.
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2. Build the Field

Conduct evaluations and research. Work with partners, funders, and research institutions to conduct 
evaluations and research on the impact of the CIE on individuals, partners and the community.

Share best practices. 
evaluation and research process. Participate in ongoing discussions with other organizations working at the 
intersection of health care and social services.

Respond to community needs and take risks. Be proactive to opportunities within your community 
to address new challenges or needs through the CIE. Learn from past failures and see how the CIE can help 
to move systems change work.

Qualitative Research on Health 
Care, Social Service Partnerships

2-1-1 San Diego actively participates in 
research that supports the development of 
practical resources and tools designed to 
foster collaboration between health care and 
community-based organizations (CBOs) to 
address social determinants of health. In 
2018, the Center for Health Care Strategies 

qualitative research to identify common 
characteristics among health care-CBO 
collaborations. Discussion of the CIE’s devel-
opment was featured in a framework high-
lighting common characteristics of health 
care-CBO collaborations, a webinar, and a 
case study. 

©2019 Community Information Exchange/211 San Diego, Inc., All Rights Reserved.
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2-1-1 San Diego: Connecting Partners through 
the Community Information Exchange 

onnecting patients to needed social services 
can be challenging for health care providers, 
who are generally focused on clinical care. 

Additionally, they are often neither aware of the full 
range of community services nor have the capacity to 
refer and follow up with patients. Recognizing that 
social factors significantly impact health outcomes and 
spending, 2-1-1 San Diego developed the Community 
Information Exchange (CIE), a cloud-based platform 
that enables participating providers to better 
understand a client’s interactions with health and 
community services. The CIE includes a social risk 
assessment tool, provides alerts, and facilitates 
connections across multiple agencies and providers. 
The rich client information collected through the CIE is 
also used to monitor community trends and address 
local challenges. 2-1-1 San Diego is actively engaging 
community partners to participate in the CIE in the 
hopes of improving care coordination and health 
outcomes for at-risk patients throughout San Diego.  

Background 
2-1-1 San Diego, launched in 1997 by the United Way, 
is a free, confidential information and referral helpline  

Program At-A-Glance: Community Information 
Exchange (CIE) is an interactive data platform 
developed by San Diego 2-1-1 designed to allow 
multiple health and social service providers see 
a patient’s interaction across systems, agencies, 
and community services. 
Partners: San Diego 2-1-1 and 34 social service 
and health care providers, including federally 
qualified health care centers, and government 
agencies. 
Goals: Improve care coordination for vulnerable 
patients through an online platform.  
Partnership Model: Coordinated service. 
Scope of Services: Referral support; secure, 
cloud-based platform; shared measures for 
social determinants of health; capacity for 
organizations to accept and return referrals. 
Funding: Grants. 
Impact:  Among clients enrolled in the CIE, 
reduced number of emergency medical services 
trips and increased stable housing rates. 

Advancing Community-Based Organization and Health Care Partnerships to 
Address Social Determinants of Health 
Health care and community-based organizations (CBOs) across the country are increasingly working together to 
better address the root causes of poor health among low-income and vulnerable populations. To assist these efforts, 
there is a need to identify the financial, operational, and strategic considerations necessary to make these 
partnerships a win-win for all parties: consumers, the communities being served, health care providers, and CBOs. 
Through support from Kaiser Permanente Community Health, the Center for Health Care Strategies and Nonprofit 
Finance Fund collaborated to identify new strategies for advancing effective health care-CBO partnerships, building 
on work done under the Partnership for Healthy Outcomes project funded by the Robert Wood Johnson Foundation. 
This case study is part of a series highlighting diverse partnerships between CBOs and health care organizations. 

C 
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3. Shape the Conversation

Convene meetings and events. Leverage CIE partners as thought leaders by hosting meetings, work-
shops, webinars, and training on the history and development within your own community.
 

 Conduct research and outreach 

the media, through one-on-one or small group presentations.

            Community Information Exchange Summit

In April 2018, 2-1-1 San Diego organized a and hosted the inaugural CIE Summit, bringing  together more 
than 350 leaders from across the nation to share ideas about how to bridge the health and social service 
sectors to build strong and thriving communities. The CIE Summit included keynote speakers from the U.S. 

Technology, HealthBegins, Rx Democracy, and the Palo Alto Medical Foundation. Presented by 2-1-1 San 
Diego in collaboration with the County-led Live Well San Diego and the San Diego Health Connect HIE, the 

           • Bridging Data Across Sectors
           • Community Models and Practical Applications
           • Collective Impact: Sustainability and Measurement

To continue to Inform and Shape the Movement, 2-1-1 San Diego is hosting the Second Annual CIE Summit 
in April 2019.
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4. Champion the Movement

Shape policies. Engage partners in crafting local, state, and federal policies in relevant domains based on 
best practices and supported by CIE data.

Engage in advocacy. Engage partners locally and in other communities to build public support for 
policies and funding to make CIEs the standard of care nationwide.

Support social justice. 
communities initiatives and disparities across neighborhoods to ensure equitable access for all. Help 
individuals and organizations accurately interpret the data, especially as it relates to understanding how 

Hospital Oakland, presenting on the issues related to health equity, health disparities, and social and criminal 
injustice at the 2018 CIE Summit.
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Appendix A: Information Exchange Resources

100 Million Healthier Lives
100 Million Healthier Lives, convened by the Institute for Healthcare Improvement, cultivates cross-sector 
collaboration and engages people with lived experience to create a movement that develops solutions to 
advance health, well-being, and equity. Priorities include fostering a culture of partnership, developing 
workforce strategies and peer-to-peer support systems, transforming health care, and integrating data 
across silos.

Alliance of Information and Referral Systems (AIRS)

specialize in community information and referral services. Members use a shared language—or 
taxonomy—developed by 2-1-1 Los Angeles County to standardize how human services resources are 

Camden Coalition Health Information Exchange
The Camden Coalition Health Information Exchange, for example, got its start when a primary care physician 
in Camden, New Jersey, ran into issues treating a long-time patient incarcerated in the county jail. His patient 
“may as well have been dropped onto a remote island,” the doctor said (Brenner). The Camden Coalition HIE 

20 providers of ancillary services ranging from medical transport to homeless outreach and housing.

Dallas Information Exchange Portal
The Dallas Information Exchange Portal, operated by Parkland Center for Clinical Information (PCCI), is 
another example of innovative data sharing. The Parkland Health and Hospital System formed PCCI and 
launched the Dallas IEP in 2015. Dallas IEP comprises upwards of 80 health and social service organizations 
and over 148,000 unique clients. PCCI uses machine learning predictive modeling to serve patients, for 
example by identifying individuals at risk for asthma and then alerting both the clients and their physicians 
to initiate preventive treatment.

Data Across Sectors for Health (DASH)
Launched by the Robert Wood Johnson Foundation in partnership with the Illinois Public Health Institute and 
Michigan Public Health Institute, DASH fosters collaboration and alignment among health care, public health, 
and social service systems to develop strategies that align communities around using multi-sector data 
systems to address social determinants and improve community health.

Health Leads
Health Leads is a champion of change partnering with communities and health systems to address systemic 
causes of inequity and disease. Health Leads is focused not only on social needs interventions in hospitals 
and clinics, but on entire communities. They thrive to enable healthcare, community and government 
organizations to share resources, data and health goals in new ways — ensuring communities are in the 
lead on what they know they need to be healthy.

©2019 Community Information Exchange/211 San Diego, Inc., All Rights Reserved.
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Social Interventions Research and Evaluation Network (SIREN)
Housed at the Center for Health and Community at the University of California, San Francisco, SIREN 

Priorities include developing a comprehensive research agenda, providing seed grants for research, foster-

Stewards of Change Institute's National Interoperability Collaborative
NIC promotes interoperability and information-sharing across the domains of human services, public 
health, health IT, education, public safety, and emergency response at the local, state, and national level to 
address the impact of the social determinants of health. A secure and interactive NIC online collaboration 
hub enables members to connect with each other, gather and share information and resources, and 
discuss their ideas and projects. 

Strategic Health Information Exchange Collaborative (SHIEC)
SHIEC is a national collaborative that represents more than 70 health information exchanges (HIEs) covering 

geographic area and works with other HIEs to educate their communities, share best practices, identify joint 
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Appendix B: Social Determinants of Health Resources

Centers for Disease Control and Prevention (CDC)
The CDC, which is the part of the U.S. Department of Health and Human Services, oversees health protec-
tion. Its website enables communities, public health practitioners, health care providers, and others to 
access data and research, policy resources, information on programs, and tools and resources on social 
determinants of health that were developed or funded by the CDC.

HealthyPeople
Healthy People provides science-based, 10-year national objectives for improving the health of all Ameri-
cans by establishing benchmarks and monitoring progress to encourage collaborations across communities 
and sectors, empower individuals toward making informed health decisions, and measure the impact of 

organizations, and members of the public. The Secretary’s Advisory Committee on National Health Promo-
tion and Disease Prevention Objectives is currently developing recommendations for national health 
promotion and disease prevention objectives for 2030.

Kaiser Family Foundation (KFF)

national health issues, including disparity policy and the social determinants of health. They have also 
partnered with the Peterson Center on Healthcare to develop the Peterson-Kaiser Health System Tracker to 

Live Well San Diego
Live Well San Diego is a collective impact initiative that brings together individuals, organizations, and 
government entities to improve the quality of life throughout San Diego County. Regular meetings that take 
place in each region focus on prioritizing needs, identifying improvements, and organizing activities to build 

the following 10 indicators: life expectancy, quality of life, education, unemployment rate, income, security, 
physical environment, built environment, vulnerable populations, and community involvement.

Robert Wood Johnson Foundation (RWJF)

understanding and developing interventions that respond to the social, economic, and environmental 
factors that contribute to health and well-being. These investment programs promote a Culture of Health 
Prize, which recognizes communities that have made a commitment to helping all residents thrive by 
making health a shared value, fostering cross-sector collaboration, creating more equitable communities, 
and strengthening the integration of health services and systems.

World Health Organization (WHO)
WHO operates a Social Determinants of Health Unit that works toward bringing a health focus to policy 
decisions, re-orienting the health sector toward social determinants of health, addressing health inequities, 
and monitoring progress in achieving health and health equity.
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Appendix C: Legal Agreement Examples
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THIS NOTICE DESCRIBES HOW PERSONALLY IDENTIFIABLE INFORMATION ABOUT YOU MAY BE 

USED AND DISCLOSED AND HOW YOU CAN ACCESS THIS INFORMATION. PLEASE REVIEW THIS 

NOTICE CAREFULLY. 

What We Do: 
2-1-1 San Diego (“2-1-1”) is a resource and informa  hub that connects individuals with
health and social services, insurance, nancial  aid, debt and tax prepara on counseling,
housing, food, transporta n, employment and job training, disaster relief and other
service providers through a free, 24/7 s -free con den  phone service, searchable
online database, care coordina on, technology infrastructure. 2-1-1 provides referral,
care coordina on, outreach, educa on, and other services in connec on with its trusted
network of referral providers to deliver services to members of the community.

Informa on We Collect About You: 
To address your needs and connect you to appropriate providers in our network, 2-1-1 
San Diego may collect and keep a record of informa about you. This informa on may 
include your name, social security number, telephone number, address and email, your 
age, gender, na ty, ethnicity, physical and mental health c , health care, 
health insurance and care team, nances, debt, and employment, housing and housing 
needs,  names and contact informa n for your family members, friends and care givers, 
military background, informa on about the community programs you have been or are 
currently enrolled in, and other informa on that may be required to determine if you are 
eligible for government bene ts, tax credits, income/debt assistance, insurance coverage, 
housing assistance and other programs and services o ered by our referral providers. 
Some of the informa on we collect may be considered “protected informa ” under 
federal and/or state privacy laws.  2-1-1 San Diego maintains informa on about its Clients, 
in a secure electronic database and takes precau ons to prevent third par  from 
accessing Client informa  inappropriately.  The 2-1-1 system allows us to document 
the source of the informa on, who accessed your informa n and control what 
informa on is shared with 2-1-1’s network of referral providers.  2-1-1 San Diego’s 
network of referral providers are legally and/or contractually obligated to protect your 
informa on. 

Where the Informa on Comes From: 
Informa on about you may come from a variety of sources. The informa on you provide 
to us directly through our website or when you speak to one of our representa  is 
considered “self-reported” informa . When you provide us with self-reported 
informa on, you give us permission to share the informa on with sta  members within 
our organiza on, and with the referral providers in our network we feel are quali ed to 
address your needs. 



Informa on about you may also be disclosed to us by your providers if they are a member 
of our trusted network. The informa on will be shared with us when they use our services 
or access our database to provide services to you or to refer you to other providers and 
programs in the region. For example, we may receive and share informa about you 
with individuals, businesses, government agencies and community programs that provide 
meals, emergency or low cost shelter, transporta on, healthcare, behavioral health 
counseling and educa on services, , debt counseling or debt reduc on services, tax 
prepara on, employment and job training. This informa on will also be shared within our 
organiza on and with other providers in our referral network in order to provide you with 
services.  In some situa ns, we may receive protected health informa on from your 
healthcare provider.  In those situa ons, we may use and disclose your informa on only 
as permi ed by the business associate agreement we have entered into with your 
provider or as expressly permi ed by you or as permi ed or required by law. Regardless 
of the source of informa n, 2-1-1 San Diego and its referral providers are commi ed to 
safeguarding your protected informa from unlawful use and disclosure. 

For informa on about the referral providers with whom we may share your informa on 
Please Visit: www.211sandiego.org 

2-1-1 SAN DIEGO’s RESPONSIBILITIES

Privacy of Informa on: 
Under California and Federal privacy laws we have a responsibility to maintain the privacy 
of “protected informa on.” We are required to provide you with this no ce of our privacy 
prac ces, and follow the terms of the no ce currently in e ect. We must no fy you when 
we become aware of unauthorized access, use or disclosure of your unsecured protected 
health and personally iden ble informa on.  

Changes to this no ce: 
We reserve the right to change this no ce at any . We reserve the right to make the 
revised or changed no ce ec e for the protected informa on we already have about 
you as well as any protected informa we receive about you in the future.  

How to Obtain a Copy of this No ce: 
We will post a copy of the current no ce on our web site at www.211sandiego.org. A 
copy of the no ce currently in ect will be available at the registra area of our facility 
located at 3860 Calle Fortunada, San Diego, CA  92123.  You have a right to receive a paper 
copy of this No ce and a copy will be mailed to you upon request.  

HOW 2-1-1 SAN DIEGO MAY USE AND DISCLOSE 
YOUR PROTECTED INFORMATION 

We may disclose protected informa n about you in accordance with the Privacy Laws, or as 
permi ed by you or as permi ed or required under state and federal laws.  In some situa ons, 
we may disclose your informa  without your oral or wri en permission. The following list 



describes examples of di erent situa ons where we may use and disclose your informa on to 
individuals outside our organiza on.  

 For more informa on on how we may use your health informa on visit: 
www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/index.html. 

Legally Permissible Uses and Disclosures of Informa on About You: 

To Contact You, a Family Member, Friend or Personal Representa ve: 
When you call us, you will be asked to provide us with contact informa on for yourself 
and other persons involved in your care. If you do so, you give us permission to use that 
informa on to contact you and the individuals you have iden ed and to provide services 
to you by telephone, email or text. We may use the informa to communicate 
necessary informa n about your appointments, to update you on your care or care 
management op ons, programs and bene ts you or your family may be eligible for, or to 
connect you with any of our referral network providers and to follow up with our referral 
providers about services you have received or programs you have enrolled in.  We may 
contact you or the individuals involved in your care by fax, cell phone, telephone, email 
or in wri ng. 

To Verify Your Iden ty: 
We may use your protected informa on and require you to provide us with a copy of a 
photo or other iden ca n to verify your iden ty and link it to your record or 
communicate with you about your informa on. 

Referral for Treatment, Care Coordina on, Case Management and the Determina on of 
Eligibility for Disability Bene ts and Programs:  

We may gather, use and disclose your protected informa on to network referral 
providers to facilitate the delivery of healthcare, care coordina , for health and human 
services agencies, case management, the determina on of eligibility for governmental or 
other private program bene ts, in an emergency or for other purposes permi ed by you 
or permi ed by or required by law.  Our referral network providers may include doctors, 
nurses and other healthcare professionals, public health agencies and o cials, insurers, 
social workers, housing o cials, and other professionals that provide or coordinate 
healthcare, mental health or behavioral health treatment, housing and emergency 
shelter, transporta n, educa , food and nancial assistance among other things. 
Di erent departments within our organiza on may also share protected informa
about you in order to coordinate the referral of services you need to and amongst 
members of our referral network.  

For Payment, Quali ca on for Government Bene ts: 
We may disclose your protected informa  to insurance or managed care companies, 
Health and Human Services Agency, Medicare, Medicaid, Social Security Administra on, 
Public Agencies, u lity companies and other providers to assist in the payment of your 



bills, reduce debt or tax liability or to qualify you for government bene ts or other 
programs.  

For Business Opera ons: 
We may use and disclose your protected informa  for our business opera ons. For 
example, we may use protected informa on to review the quality of our referral services, 
and to evaluate the performance of our sta . We may use your informa  for our 
business planning and program development, and to inves ate complaints.  

Business Associates: 
We may use or disclose your protected informa on to our subcontractors, and “business 
associates” when they perform services that may require the use of your protected 
informa on, such as technology, accoun ng, audi ng, legal, and consul ng services. Our 
business associates will be required to keep your protected informa on con den  

Marke ng and Fund Raising: 
We may contact you to give you informa on about products, services or programs related 
to your treatment, case management, care coordina  or other healthcare, social, and 

nancial needs. We may also use demographic informa  and dates of service for our 
own fundraising purposes.  If you do not want to receive fundraising material, you may 
choose to opt out of receiving those communica ns. We will not use or disclose your 
protected informa on for marke ng purposes without your wri en authoriza on.  

Disclosures Required by Law: 
We may use or disclose your protected informa on when required or permi ed to do 
so by federal, state, or local law. The following are examples of some of the situa ons 
where we may be required to use or disclosure informa about you without your 
consent: 

Public Health Ac vi es: 
We may use or disclose your protected informa  for public health ac vi  that are 
permi ed or required by law. For example, we may disclose your protected health 
informa on in certain circumstances to control or prevent a communicable disease, injury 
or disability; for public health oversight ac s or interven ons.  

Health Oversight Ac vi es: 
We may disclose your protected informa on to a health oversight agency for ac i s 
authorized by law. Oversight ac es may include audits; inves ons; inspec s; 
licensure or disciplinary ac ons; or civil, administra , or criminal proceedings or 
ac ns. Oversight agencies include government agencies that oversee the health care 
system, government bene t programs, other government regulatory programs, and 
government agencies that ensure compliance with civil rights laws. 

Lawsuits and Other Legal Proceedings: 



We may disclose your protected informa on in the course of a judicial or administra e 
proceeding or in response to an order of a court or administra  tribunal, a subpoena, 
a discovery request, or other lawful process. 

Law Enforcement: 
We may be required to disclose your protected informa on to law enforcement o cials 
for law enforcement purposes, such as to: (1) respond to a court order; (2) locate or 
iden fy a suspect, fugi ve, material witness, or missing person; (3) report suspicious 
wounds, burns or other physical injuries; or (4) report a crime or iden fy a vic   

Abuse or Neglect: 
We may disclose your protected informa  to a government authority that is authorized 
by law to receive reports of abuse, neglect, or domes c violence. If we believe you have 
been a vic  of abuse, neglect, or domes c violence, we may disclose your protected 
health informa on to a governmental en ty authorized to receive such informa on. 

To Avert a Serious Threat to Health or Safety: 
We may disclose your protected informa  if disclosure is necessary to prevent or lessen 
a serious and imminent threat to your health or safety or the health or safety of another 
person or the public.  

Research: 
We may use and share your protected informa n for certain kinds of health or social 
services research. For example, a project may involve comparing the housing outcomes 
of all clients who received services from a referral agency to those received from another. 
Some research projects may require a special approval process and your wri en 
authoriza on. In some instances, the law allows us to do some research using your 
protected informa on without your approval. 

Shared Medical Record/Health Informa on or Social Informa on Exchanges: 
Some of our referral providers maintain protected informa on about their clients in a 
common electronic record that allows business associates to share protected 
informa on. We may par cipate in various electronic health or social informa
exchanges that facilitate the sharing of protected informa on among healthcare, health 
and human service agencies or other referral network providers.  

Military: 
If you are a member of the armed forces, we may use and disclose protected informa on 
as required by military command authori es, Department of Veteran A airs, or other 
authorized federal als. 

Na onal Security, Intelligence and Emergencies: 



We may disclose health informa on about you to authorized federal  for 
intelligence, counterintelligence and other na onal security ac i  authorized by law, 
and in emergencies. 

Other Uses and Disclosures of Your Protected Informa on 

Disclosures Requiring Your Wri en Authoriza on:  
Most uses and disclosures of psychotherapy notes, substance use disorders, and uses and 
disclosures of protected health informa on, disclosures for marke ng purposes and 
disclosures that cons tute the sale of protected informa  require your wri n 
authoriza on.  A wri en authoriza on may be created in paper or electronic format. 
Once received, we will store a copy of your authoriza on electronically.  

YOUR RIGHTS REGARDING YOUR PROTECTED INFORMATION 

The Right to Access Your Own Informa on: 
You have the right to inspect and copy your informa for as long as we maintain it. All 
requests for access must be made in wri ng. We may charge you a nominal fee for each 
page copied and postage if applicable. You also have the right to ask for a summary of this 
informa on. If you request a summary, we may charge you a nominal fee for prepara
of the summary and postage if applicable.  

Right to Request Restric ons: 
You have the right to request certain restric ons on our use or disclosure of your 
protected informa . We are not required to agree to your request in most cases. But if 
we agree to the restric n, we will comply with your wri en request unless the 
informa on is needed to provide you emergency treatment or we are required to disclose 
the informa on by law. We reserve the right to terminate any previously agreed-to 
restric ons (other than a restric on we are required to agree to by law). We will inform 
you of the termina  of the agreed-to restric n and such termina on will only be 
e ec  with respect to protected informa on created a er we inform you of the 
termina on. 

Right to Request Con den al Communica ons: 
You may request that we communicate with you in a certain manner or at an alterna ve 
loca n. For example, you may ask that we contact you only at home. Your request must 
be in wri ng and specify the alterna ve means or loca on for communica ng with you. 
We will accommodate a request for con den al communica ons that is reasonable 
based on our system capabili . 

Right to be No ed of a Breach: 



You have the right to be no d in the event that we (or one of our business associates) 
or referral providers discovers a breach of your unsecured protected informa on.  We 
may no fy you in wri ng or by email or other electronic means.  

Right to Inspect and Copy Your Record: 
You have the right to inspect and receive a copy of protected informa on about you that 
may be used to make decisions about your health. A request to inspect or receive a copy 
of your records may be made by comple ng a Request for Release of Informa on form. 
For protected informa on in a designated record set maintained in electronic format, you 
can request an electronic copy of such informa on.  If the informa  you request is 
protected health informa n,  may be required to forward your request to 
your healthcare provider for a response. There may be a charge for these copies.  

Right to Amend: 
You may ask us to amend, or correct your self-reported informa on. If the informa on 
was reported to us by your healthcare provider, a government agency, or other third party 
provider, you must contact that provider to correct or amend the informa on.  

Right to an Accoun ng: 
With some excep ons, you have the right to receive an accoun ng of disclosures of your 
protected informa  made for purposes other than treatment, payment, healthcare 
opera ns, disclosures excluded by law or those you have authorized.  A nominal fee can 
be charged for the record search and prepara on of the accoun ng of disclosures.  

Right to Revoke Your Authoriza on: 
You may revoke your wri en authoriza on or consent to share your informa on at any 

 in wri ng by mailing your request to the address listed below.  If you revoke your 
wri en authoriza on or consent, it will be ec ve for future uses and disclosures of your 
protected informa on.  Once your authoriza on has been revoked, we will render your 
record inaccessible and our referral partners will no longer be able to see your 
informa on in our system.  However, the revoca will not be e ec e for informa
that we have used or disclosed to a referral partner in reliance on your authoriza on or 
consent and prior to receipt of your wri en revoca .  A er revoca n, we will con nue 
to store and use your informa n internally for our own business purposes, including 
audi ng, accoun ng, training and quality improvement.   

Complaints: 
You may also le a complaint with us, or the Secretary of the U.S. Department of Health 
and Human Services if you feel that your rights have been violated. There will be no 
penalty or retalia on for you making a complaint.  

Right to Receive a Copy of this No ce: 
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You may request a paper copy of this No ce at any , even if you earlier agreed to 
receive this no ce electronically.  You may also access this No ce on our website at 
www.211sandiego.org 

Requests: 
Please submit all requests, complaints or concerns in wri ng to our Privacy Of cer at: 

2-1-1 San Diego/Imperial

A n: Privacy Ques ons, PO Box 420039 San Diego, CA 92142 

privacy@211sandiego.org 
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AUTHORIZATION FOR THE USE AND DISCLOSURE OF INFORMATION 

Community Information Exchange 

You are authorizing Infoline of San Diego County, dba Community Information Exchange (CIE) 
and its Partner Agencies to use, store and share your personal, financial and health information 
with each other in order to assess your needs, coordinate your care and provide services to you. 
Partner Agencies participating in the CIE are listed at www.211sandiego.org.  

This Authorization covers, without restriction, all information disclosed and re-disclosed to CIE 
by you, your family, Partner Agencies including your care team, or any other person involved in 
your care while this Authorization is in effect. CIE and its Partner Agencies may share your 
personal, financial and health information.  You agree to notify CIE if your information changes 
or is incorrect.  Information disclosed pursuant to this Authorization may be re-disclosed and no 
longer be protected under applicable privacy laws. Your refusal to sign this Authorization will 
not adversely affect your ability to receive health care or services from Referral Agencies 
directly.  

Notice of Privacy Practices posted at www.211sandiego.org explains how CIE uses and protects 
information, how to get a copy of this Authorization and your record.  You can revoke this 
authorization at any time by sending notice to CIE at revoke@211sandiego.org, allowing a 
minimum of five business days to process.  Revocation will not affect any information previously 
disclosed in reliance on this Authorization. Unless revoked earlier, this Authorization will expire 
in Ten (10) Years, or on the following Date: _____________________.       

I authorize for CIE to use and disclose information relating to, Drug/Alcohol/Substance
Abuse, Mental Health, and HIV/AIDS.

If you agree, sign your name below: 

CLIENT INFORMATION  

Today’s Date: _____/_______/______       

Client’s Full Name:_______________________________________________________________ 

DOB: _____/_______/______         Last 4 or full SSN/4 digit PIN:__________________________ 

Client’s Signature:______________________________________________________________ 

Agency Name: ___________________Care Coordinator Name:___________________________ 

SAMPLE F
ORM
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COMMUNITY INFORMATION EXCHANGE 
PARTICIPATION AGREEMENT

For good and valuable consideration, the su ciency of which is hereby 
acknowledged, Info Line of San Diego, dba 2-1-1 San Diego and the “Participant” named at 
the signature page, each a “Party” and collectively, the “Parties” hereby enter into this 
Participation Agreement upon the terms and conditions provided herein.   

E ective Date:   
Termination Date:  
First Renewal Date: 
Annual Fee:   

TERMS AND CONDITIONS OF PARTICIPATION 

1.0  INTRODUCTION. 
1.1 Role of 2-1-1 San Diego as the Facilitator for Community Information Exchange.  

2-1-1 San Diego operates a 2-1-1 information hotline (Call Center) in the San Diego and
Imperial County.  Call Center services are designed to help members of the general public
(“Clients”) to connect with community resources to assist Clients obtain medical care,
mental health services, housing, food, clothing, government bene ts, among other things.
2-1-1 San Diego has expanded its referral services to include direct referral of Clients to
community resources and access to the Community Information Exchange Database. The
Community Information Exchange database (the “Database”) will serve as a directory of
participating professionals, agencies and businesses providing services that relate to the
social determinants of health.  The database will also serve as a source of information about
the Client’s social determinants of health and current needs and will be used to help the
Client access community resources suitable to address those needs.  Information
maintained in the Database consists of information provided by the Client (“self-reported”)
and information that has been created and entered into the Database by Referral Partners.
Participants are cautioned to verify the information accessed from the Database; 2-1-1 San
Diego does not assume any responsibility or liability for its inaccuracy.

 1.2 Level of Access and Administration of Participation Agreements, Generally. In 
order to protect the privacy and security of Client Data, 2-1-1 San Diego will only permit 
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Participants that have entered into a Participation Agreement on terms and conditions 
substantially similar to those stated herein to access the Database.  A Participant’s level of 
access to the Database will be limited to the extent necessary to protect the privacy and 
security of Client Data.   

Tier 3 (Integrated Partner): Tier 3 Integrated Partners will have the ability to log on to the 
CIE Database and access Client Data, receive or decline referrals from other Tier 3 Partner 
made through the CIE Database, consent Clients into the CIE Database, share information 
related to Client details, needs, status and outcomes, and receive Client related Alerts. 
These abilities are customizable and optional for each Tier 3 Partner. Depending on the 
technology deployed in the Tier 3 Partner’s facility, Tier 3 Partners may establish an 
interoperable connection to the CIE Database in order to access and share their Client’s 
information. Participation Agreement: 0517 rev.0618 Page 2 of 13. 

 1.3 Participant Policies and Procedures.  From time to time, 2-1-1 San Diego may 
adopt, amend, repeal and replace policies and procedures that pertain to use of the 
Database and processing of referrals (hereafter, “Policies and Procedures”).  The Policies 
and Procedures will provide guidance to Participants on such topics as security measures 
required to protect Client Data, notifying 2-1-1 San Diego in the event the Participant 
experiences a Security Breach, referral acceptance/rejection response times and outcome 
reporting requirements, among other things. The Policies and Procedures may be posted 
on the 2-1-1 San Diego website at www.211sandiego.org, and are hereby incorporated in 
this Agreement by this reference as if fully set forth. 2-1-1 San Diego may modify, amend or 
replace the Participant Policies and Procedures, in its reasonable discretion, from time to 
time, and the change or modi cation shall be deemed e ective and binding upon 
Participant on the date indicated, but not less than sixty (60) days from the date Participant 
receives the modi ed Policies.  Material modi cations to the Policies and Procedures shall 
require the prior approval of the 2-1-1 San Diego Board of Directors.  In the event 2-1-1 San 
Diego adopts a new, or modi es an existing, policy or procedure in a way that materially 
changes Participant's obligations, liability or ability to participate in the Database, then 
Participant may terminate this Agreement as provided below for Early Termination.  
Modi cations to the Policies and Procedures that are required by Applicable Law shall not 
be deemed a material change and will be adopted and implemented by Participant as soon 
as practicable.   



2.0 TERM AND TERMINATION. 
2.1 Term.  The "Term" of this Agreement shall commence on the E ective Date and 

terminate on the Termination  date indicated on the cover page unless terminated early or 
renewed as provided herein. 

2.2 Renewal Term.  The Term shall automatically renew July 1st of the year immediately 
following the E ective Date, without notice, and thereafter, each time for a period of three 
years, unless either Party hereto noti es the other in writing, of its intent not to renew, not 
less than thirty (30) days prior to the Termination Date.   

2.3 Right of Early Termination.  Either Party may terminate this Agreement early; (i) no 
cause, or (ii) immediately, in the event of a material breach of the privacy or security of 
Client Data, or (iii) a breach of the Con dentiality provisions stated herein, or (iv) in the event 
a Party fails to cure a material breach of this Agreement, to be e ective within thirty (30) 
days of receipt of Notice speci cally describing the cited reason deemed by the either party 
within writing. 

 2.4 E ect of Termination.  Access to the Database and Services shall cease immediately 
upon Termination of this Agreement, and Participant will not be permitted to access, submit 
or retrieve any Data from the Database or obtain other Services under this Agreement. 
Notwithstanding Termination, Participant’s duties and obligations to; (i) protect the privacy 
and security of Client Data, and (ii) return, destroy, or secure, store and securely maintain 
Client Data retrieved from the Database prior to Termination shall survive Termination. 
Client Data entered into the Database by Participant up through the date of Termination 
will continue to be used and maintained by 2-1-1 San Diego following Termination in 
compliance with its Notice of Privacy Practices and Applicable Laws.   

3.0 FEES AND PAYMENT. 
 3.1 Participation Fees. As consideration for the Referral Services, and depending on the 
Tier Level assigned to Participant, access to the Database and Client Data, Participant shall 
pay a "Participation Fee" in the amount indicated on the Cover Page to this Agreement. The 
Annual Fee may be prorated monthly through July 1st of the year in which this Agreement 
is executed.  Participant shall pay Fees within thirty (30) days of receipt of invoice.  2-1-1 San 
Diego may modify or use a di erent fee structure or formula for calculating fees and the 
amount of the annual or other Fees from time to time, but Fee Changes shall not occur 
more often than once in any calendar year.  Changes to Fees shall become e ective and 
binding on Participant after not less than sixty (60) days Notice to Participant.  All Fees 
payable shall be non-refundable in the event of an early Termination.   
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 3.2 Internet Access to the Database. Participants will be permitted access to the 
Database and access to segments of Client Data according to the Participant type and data 
access permissions assigned to the Participant’s Authorized Users by logging onto the web 
portal using unique logon credentials.  

4.0 PARTICIPATION IN COMMUNITY INFORMATION EXCHANGE.   
(Section 4 applies to Participants who will be entering Client information into the 
Customize the CIE Database). 

 4.1 Access to the Database and Use of Client Data. Participant hereby grants 2-1-1 
San Diego a fully-paid, non-exclusive, royalty-free, right and license to host, use, copy, store, 
maintain, and disclose Participant’s pro le and directory information, and Client Data and 
to share some or all of Participant’s information and Client Data with other Participants, 
subject to the other Participant’s Tier level and “need to know”.   
 4.2 Client Data. Participant shall use reasonable care to ensure the accuracy, currency 
and completeness of Participant’s pro le and directory information and its Client Data, 
including Client demographic information (collectively “Data”) and shall promptly correct or 
update such Data if Participant discovers the Data is incorrect, incomplete or has changed. 

 4.3 Client Consent/Authorization. Participant is solely responsible for (i) accurately 
documenting its Client’s Consent or revocation of Consent or Written Authorization, when 
required by Applicable Law, to disclose protected health information to  San Diego 
and other Participants, (ii) protecting Client Data in its control from unlawful use or 
disclosure, and (iii) notifying 2-1-1 San Diego immediately of any changes or restrictions 
on a Client’s Consent or Authorization, or (iv) of a Security Breach.  Participant shall 
not disclose or permit another Participant or 2-1-1 San Diego to access Client Data 
unless Participant is permitted or required to disclose Client Data as a matter of law, or 
the Client who is the subject of the Data has given Participant Consent or Authorization 
(if required by Law) to share the Client’s data with other Participants participating in the 
Community Information Exchange. When a Client’s written Authorization is required for 
disclosure of Client Data, Participant will promptly provide 2-1-1 San Diego with an 
electronic copy of the Client’s written Authorization prior to uploading or disclosing the 
Client’s Data to 2-1-1 San Diego.  Participant shall immediately notify 2-1-1 San Diego 
if its Client revokes Consent or Authorization to share Client Data or if Participant 
has agreed to a restriction on the disclosure of Client Data.  Participant warrants and 
represents that the Client’s Consent or written Authorization will conform to the 
requirements of Federal and State law.  

 4.4 Scope of Participation.  Participant shall not use or disclose, or permit others to use 
or disclose Client Data, or access the Database for any purpose other than to provide the 
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types of services described in the Participant’s pro le as published in the Database, to refer 
a Client to another Participant, or for a lawfully permitted use in compliance with Applicable 
Laws.  Participant shall not (i) sell, view, access, use, download or disclose Client Data 
retrieved from the Database, except to the extent necessary in connection with the 
provision of services and payment for services provided by Participant to a Client.  
Participant shall not provide access to the Database or to Client Data via or obtained from 
the Database to third parties who are not Participants of the Database, or use or disclose 
Client Data in connection with any marketing, fundraising or other activity not permitted by 
Applicable Laws.  

 4.5 Revocable License to Display Participant’s Trademark/Logo. The Parties hereto 
grant the other a fully-paid, non-exclusive, royalty-free right and license to display the 
other’s Trademark and Logo on its website and on other media in connection with the 
party’s e orts to educate the general public, Clients, and other existing and potential 
Participants about the Participant’s enrollment with the Community Information Exchange, 
and the bene ts of participating in the program. Upon termination, all right and license to 
display the Trademark or Logo of the other Party shall immediately terminate.  

5.0 PARTICIPANT’S USE OF THE HOSTED SYSTEM. 
 5.1 Minimum Necessary Use of Client Data.  Whether Client Data is obtained through 
the Database, or directly from 2-1-1 San Diego or another Participant, Participant shall 
implement safeguards to limit the information accessed, retrieved, or requested to the 
minimum necessary to deliver and obtain payment for the services provided to the Client, 
for referral or for other lawful purposes consistent with Applicable Law.   

 5.2 Web-Services Participants: Internet Connection to the Database. Participant, at 
Participant’s sole cost and expense, will use commercially reasonable e orts to obtain and 
maintain a secure internet connection to the Database with an internet browser and 
computer equipment and software that meets or exceeds the minimum con guration and 
security requirements and speci cations recommended by 2-1-1 San Diego.  2-1-1 San 
Diego may upgrade or adopt new or di erent speci cations for connecting to the Database 
from time to time and will notify Participant of any material changes to its speci cations not 
less than thirty (30) days in advance if feasible. 2-1-1 San Diego shall not be liable for any 
lack of connectivity or loss in functionality in the event Participant utilizes hardware or 
software or an internet browser that does not meet 2-1-1 San Diego’s recommended 
speci cations.  

 5.3 Authorized Users. Participant shall limit access to the Database to the number of 
System Software licenses granted to Participant from time to time.  Participant shall 
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conduct ongoing monitoring of the licenses to ensure that the number of Authorized Users 
registered under Participant to use the Database does not exceed the number of licenses 
issued.  Participant shall train its Authorized Users on the proper use of Client Data and the 
means and methods for protecting Client Data from unlawful disclosure before allowing 
such Authorized User to access the Database. In addition, Participant shall implement and 
train its Authorized Users on network privacy and cultural competence on a regular basis, 
not less than annually.  Participant shall immediately notify 2-1-1 San Diego and the vendor 
issuing the end user license (e.g. Unite US) of any changes to an Authorized User’s status or 
access rights.   

 5.4 Participant Security Requirements. Participant shall, at its sole cost and expense, 
implement, maintain and update as needed, internal security systems, speci cations and 
monitoring procedures to ensure that its computer servers, software and internet 
connections meet or exceed the security standards and speci cations established by 2-1-1 
San Diego, and Applicable Law and regularly monitor its electronic record database, 
systems and Personnel to protect the privacy and security of Client Data in compliance with 
this Agreement and Applicable Laws. 

 5.5  Participant's Limited Use of the Database, Documentation. Participant shall not 
(and it shall not permit others) to; (i) interfere with or disrupt the Database, (ii) sell, assign, 
license, sub-license or otherwise provide access to the Database or documentation related 
to the Database to anyone other than those employees, agents or contractors who have a 
need to know, “Authorized User(s)”; (iii) use the Database or its documentation, or Client 
Data for the purposes of providing commercial use in a service bureau, timesharing, remote 
batch, or similar commercial operations with third parties, (iv) by reverse engineering or by 
other process, create or attempt to create, or recreate the Database, (v) copy, modify, or 
distribute any portion of the Database or any documentation related to the Database or 
Client Data other than in connection with the delivery of services or referral of Clients to 
other Participants, (vi) transfer or assign any of its rights hereunder; (vii) create any 
derivative works based on the Database or its documentation, or (viii) export, re-export, 
divert or transfer the Database or its documentation outside the United States.   

 5.6   Participant Pro le.  Participant shall continuously maintain up-to-date 
registration and pro le information that accurately describes the programs and services 
o ered by the Participant to Clients, eligibility requirements for such programs and contact 
information for processing referral requests submitted to Participant by 2-1-1 San Diego, 
other Participants or Clients through the Database.   
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 5.7 Referral Requests.  As the Community Information Exchange facilitator, 2-1-1 San 
Diego may, but shall not be required to refer Clients to Participant (“Referral Request”).  In 
the event a Client is referred to Participant by 2-1-1 San Diego or another Participant, 
Participant shall promptly respond to a Referral Request in the manner and within the 
timeframe speci ed by 2-1-1 San Diego in the Referral Request or as speci ed in the Policies 
and Procedures, as applicable. If no timeframe is speci ed, Participant shall respond to the 
Referral Request within two business day of receipt of the Referral Request.  Participant’s 
failure to respond to a Referral Request three times in any consecutive four week period 
shall initiate an opportunity for 2-1-1 and partner meeting to discuss timeframes.    

6.0  SERVICES AND ADMINISTRATION. 
6.1 Database Operations. 2-1-1 San Diego will; (i) maintain and operate the Database 

including Participant directory and pro le and Client Data and facilitate the electronic 
storage and exchange of Client Data with other Participants according to the other 
Participant’s Tier access, (ii) provide user support to Participant and its Authorized User(s) 
via a helpdesk, (iii) comply with Applicable Law.  2-1-1 San Diego may contract with 
subcontractors to maintain and upgrade the Database from time to time, operate the 
Database, and provide support services, among other things.  In each such case, 2-1-1 San 
Diego will require its subcontractors to (i) maintain the con dentiality of all Client Data and 
other proprietary information relating to Participant, (ii) execute a Con dentiality 
Agreement containing at a minimum the same restrictions and conditions that apply to 2-
1-1 San Diego, if applicable, whenever such person or entity may have access to, view,
receive, transmit or disclose PHI execute a Business Associate Agreement, (iii) implement
security measures to protect the Client Data from unlawful use or disclosure, and (iv)
require its contractors, employees and agents to comply with Applicable Laws

6.2 Database Availability. 2-1-1 San Diego shall operate and maintain the Database in 
a workman-like manner consistent with commercially reasonable industry standards. 2-1-
1 San Diego shall provide Participant with access to the exchange 24 hours per day, 7 days 
per week during the Term, subject to downtime. 2-1-1 San Diego will, to the extent 
reasonably possible, (except in the event of Force Majeure), provide advance written notice 
of downtime(s) either by sending Participant a downtime alert by email, or by posting the 
information on 2-1-1 San Diego’s website.  Notwithstanding the foregoing, Participant 
acknowledges and agrees that the Database’s availability is provided on an “As Is, As 
Available” basis.  Downtime shall not constitute a material breach of this Agreement unless 
downtime exceeds a total of seven consecutive days or fteen days within any consecutive 
sixty (60) day period, excluding Force Majeure and scheduled maintenance.  

6.3 Support Services. 2-1-1 San Diego, either directly or through a subcontractor, will 
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provide support services to assist Participant with registering Authorized Users to use the 
Database, (the “Database Helpdesk”) and other administrative matters.  The Database 
Helpdesk will be available on the dates and at the times posted on the 2-1-1 San Diego 
website. 2-1-1 San Diego may change the level of support, and its availability or cost, from 
time to time, provided, however, Participant shall be noti ed of any material changes not 
less than thirty (30) days in advance.   

6.4 Database Records. 2-1-1 San Diego will maintain records of the dates, times and 
the speci c client records accessed by Authorized Users if, as and for the period of time 
required by Applicable Law.  Within thirty days of a written reasonable request, 2-1-1 San 
Diego may provide Participant a copy of a Data access audit log. 

 6.5 Security of Client Data. 2-1-1 San Diego shall establish, implement and maintain 
commercially reasonable security measures to ensure the privacy and security of Client 
Data while at rest in the Database and during its transmittal to and from Participants 
through the Database.  

 6.6 Disaster Recovery.  2-1-1 San Diego will establish, implement and update a disaster 
recovery plan which addresses the retrieval of lost, or corrupted Client Data in the event of 
Force Majeure, or a Breach or Security Incident.  Notwithstanding the foregoing, 2-1-1 San 
Diego shall not be liable, under any theory, for lost, corrupted, irretrievable, inaccurate or 
incomplete Data. 

7.0  WARRANTY DISCLAIMER; RELEASE OF LIABILITY. 
 7.1 WARRANTY DISCLAIMER.   2-1-1 SAN DIEGO IS NOT RESPONSIBLE FOR AND SHALL 
NOT BE LIABLE FOR THE CONTENT, USE OR DISCLOSURE OF CLIENT DATA COLLECTED, 
STORED, ACCESSED, RETRIEVED OR TRANSMITTED THROUGH THE DATABASE TO OR FROM 
A PARTICIPANT.  PARTICIPANT ACKNOWLEDGES THAT THE CLIENT DATA VIEWED OR 
ACCESSED THROUGH THE DATABASE IS EITHER SELF REPORTED BY THE CLIENT, OR COMES 
FROM ANOTHER PARTICIPANT AND THAT SUCH CLIENT DATA MAY NOT BE COMPLETE, 
ACCURATE OR UP-TO-DATE.  PARTICIPANT AND ITS AUTHORIZED USERS ARE SOLELY 
RESPONSIBLE FOR CONFIRMING THE COMPLETENESS, ACCURACY AND TIMEFRAME OF ALL 
CLIENT DATA RETRIEVED FROM THE DATABASE, AND FOR THE USE OR OMISSION OF SUCH 
CLIENT DATA IN CONNECTION WITH A CLIENT'S CARE OR COORDINATION OF CARE AND 
RELATED SERVICES. 2-1-1 SAN DIEGO WILL USE COMMERCIALLY REASONABLE EFFORTS TO 
MAKE CLIENT DATA AVAILABLE TO THE PARTICIPANT IF, WHEN, AND TO THE EXTENT THE 
DATABASE SOFTWARE IS ABLE TO MATCH UP THE RECORDS FOR SUCH CLIENT IN THE 
DATABASE OF OTHER PARTICIPANT(S) PARTICIPATING IN THE DATABASE AND TO NOTIFY 
PARTICIPANT(S) WHENEVER IT DISCOVERS DUPLICATE OR INAPPROPRIATELY LINKED 
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CLIENT RECORDS. ACCESS TO THE DATABASE, THE DATABASE ITSELF, AND THE DATA 
VIEWED OR RETRIEVED THEREFROM IS LICENSED “AS IS” AND “AS AVAILABLE.” 2-1-1 SAN 
DIEGO DISCLAIMS ALL REPRESENTATIONS AND WARRANTIES OF ANY KIND AS THEY MAY 
PERTAIN TO THE FUNCTIONALITY OF THE DATABASE OR THE ACCURACY, COMPLETENESS 
OR TIMELINESS OF THE DATA INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY 
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.  

7.2 Carrier Lines and Internet Security. Participant acknowledges that access to the 
Database will be provided over various telecommunications facilities and lines, and that 
Client Data may be transmitted over local exchange and internet backbone carrier lines and 
through routers, switches, and other devices  owned, maintained, and serviced by third-
party carriers, utilities, and internet service providers (collectively, “carrier lines”), all of 
which are beyond 2-1-1 San Diego’s control.  Neither 2-1-1 San Diego nor Participant shall 
be liable for the integrity, privacy, security, con dentiality, and use of Data as it transits 
carrier lines, or for any delay, failure, interruption, interception, loss, transmission or 
corruption of any Data attributable to transmission on the carrier lines. 

 7.3 RELEASE OF LIABILITY PARTICIPANT IS SOLELY RESPONSIBLE FOR AND HEREBY 
RELEASES 2-1-1 SAN DIEGO, ITS OFFICERS, DIRECTORS, EMPLOYEES AND AGENTS OF AND 
FROM ALL LIABILITY ARISING OUT OF ANY AND ALL ACTS OR OMISSIONS, TAKEN OR MADE 
BY PARTICIPANT, IN RELIANCE ON THE DATABASE OR 2-1-1 REFERRAL SERVICES, CLIENT 
DATA, DISCLOSURE OF CLIENT DATA, OR THE FAILURE OF PARTICIPANT TO OBTAIN A 
CLIENT’S CONSENT OR AUTHORIZATION TO DISCLOSE A CLIENT’S DATA TO 2-1-1 SAN 
DIEGO AND OTHER PARTICIPANTS WHEN REQUIRED TO DO SO UNDER THIS AGREEMENT 
OR APPLICABLE LAW. 

 7.4 LIMITATION OF LIABILITY. EXCLUDING CLAIMS FOR INDEMNITY, AND NOT 
WITHSTANDING ANYTHING TO THE CONTRARY STATED ELSEWHERE IN THIS AGREEMENT 
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE AGGREGATE LIABILITY OF 
2-1-1 SAN DIEGO TO PARTICIPANT, REGARDLESS OF THEORY OF LIABILITY OR
CHARACTERIZATION OF DAMAGES, SHALL BE LIMITED TO AN AMOUNT THAT IS EQUAL TO
ONE-HALF THE ANNUAL AGGREGATE PARTICIPATION FEE OR FIFTY THOUSAND DOLLARS,
WHICHEVER IS LESS.

8.0  INDEMNIFICATION. 
 8.1 INDEMNIFICATION.  2-1-1 San Diego and Participant shall each indemnify, defend 
and hold the other harmless (the “Indemnitor”) from and against any damages, cost or 
expense incurred by the other (the “Indemnitee”) for third party claims resulting from a 
Security Breach caused solely by the Indemnitor’s acts or omissions, whether or not 
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negligent or intentional.  For purposes hereof, the term “Security Breach” shall have the 
meaning set forth in Section 9.1.2. 

 8.2 ADDITIONAL REQUIREMENTS. The Indemnitee shall give Indemnitor prompt 
written notice of any Claim asserted against the Indemnitee, however, the failure to provide 
such Notice shall not relieve the Indemnitor of its obligations hereunder, except to the 
extent a Court of competent jurisdiction determines such failure materially and adversely 
prejudiced the Indemnitor.  Upon receipt of such notice, the Indemnitee shall tender 
defense to the Indemnitor, who shall, at its sole cost and expense, retain legal counsel and 
defend the Indemnitee with counsel reasonably satisfactory to Indemnitee. The Indemnitor 
may not settle such litigation or proceeding without the express consent of the Indemnitee, 
which consent shall not be unreasonably withheld, conditioned or delayed. The provisions 
set forth herein for indemnity, as to third parties, shall not serve as a waiver of any defense 
or immunity otherwise available and shall not preclude the Indemnitor from asserting every 
defense or immunity that the Indemnitor could assert on its own behalf.  All remedies 
provided by law, or in equity shall be cumulative and not in the alternative. 

9.0  INSURANCE. 
9.1 Participant’s Insurance. Unless otherwise agreed, Participant, at its sole cost and 

expense, shall obtain and keep in force, an insurance policy or policies, or self-insure in an 
amount su cient to cover any liability it incurs for breach of this Agreement, Applicable 
Law or other act or omission giving rise to a claim for indemnity. Such policies shall provide, 
at a minimum, coverage of the following types and amounts set forth below and in each 
case waiving the right of the insurer to subrogation. Participant shall increase the limits of 
cyber liability coverage within ninety (90) days of 2-1-1 San Diego’s written reasonable 
request.   

9.2 Comprehensive or Commercial Form General Liability. (Blanket Contractual 
Liability, Broad Form Property Damage, Personal Injury included) with minimum limits as 
follows:  

Coverage Modules Limit 
Each Occurrence $1,000,000 
Products/Completed Operations 
Aggregate $1,000,000 
Personal and Advertising Injury $1,000,000 
Cyber Liability with Extortion Coverage $1,000,000 
Professional Liability $1,000,000 
General Aggregate $2,000,000 
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9.3 Professional Liability for IT Technology including Cyber Risk. Technology, 
professional liability, data protection, privacy, and cyber liability and extortion insurance 
policy shall provide coverage for the following risks, among others: nancial loss, as well as 
all costs, including damages 2-1-1 San Diego is obligated to pay a third party, which are 
associated with any Security Incident or Breach or loss of Data, regardless of cause 
(including, without limitation, negligence or gross negligence and unlawful third party acts), 
and resulting or arising from acts, errors, or omissions in connection with the performance 
of this and associated Agreements.  Costs to be covered by this insurance policy shall 
include without limitation: (a) costs to notify individuals whose personal Data might have 
been lost or compromised; (b) costs to provide credit monitoring and credit/identity 
restoration services to individuals whose personal Data might have been lost or 
compromised; (c) costs associated with third party claims arising from a Security Breach or 
loss of personal Data, including litigation costs and settlement costs; and (d) any 
investigation, enforcement or similar miscellaneous costs incurred in relation to a Security 
Breach. "Security Breach" means (1) the failure of Participant to properly secure, transmit, 
handle, manage, store, backup, destroy or otherwise control, or the unauthorized use or 
disclosure by Participant of: (a) Data in any format, or (b) third party proprietary information 
in any format speci cally identi ed as con dential and protected under a con dentiality 
agreement or similar contract; (c) a violation of Participant's privacy policy, (d) violation of 
Applicable Laws; or (e) any other act, error, or omission by Participant that is reasonably 
likely to result in the unauthorized disclosure of Data.   

9.4. Other Insurance Requirements. Participant shall furnish 2-1-1 San Diego with 
certi cates of insurance and additional insured endorsements evidencing compliance with 
all requirements prior to registering Authorized Users with the Database and/or within ve 
(5) business days of a written request therefore. If the above insurance is written on a
claims-made form, it shall have a retroactive date of placement prior to or coinciding with
the E ective Date of this Agreement and continue for a minimum of three (3) years
following Termination. The coverage speci ed above shall be primary with respect to
indemnities owed to the other party under this Agreement.  Such insurance shall be with
insurers with at least an A.M. Best's Insurance Guide rating of “A-VII” or maintained through
adequate programs of self-insurance. The insurance policies shall provide that the
insurance company notify 2-1-1 San Diego in writing at least thirty (30) days in advance if
Participant’s insurance coverage is to be canceled, modi ed or changed so as not to comply
with the requirements of this Agreement.  If Participant is self-insured, Participant shall
provide written evidence satisfactory to 2-1-1 San Diego, not less than sixty (60) days in
advance, should Participant be or become unable to cover liability claims in the amounts
stated herein.
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     9.5 2-1-1 San Diego Insurance.  2-1-1 San Diego shall obtain and keep in force, at all 
times during the Term of this Agreement, insurance covering 2-1-1 San Diego’s activities as 
contemplated by this Agreement, including, but not limited to coverage minimums as 
stated in Section 9.1.1 and 9.1.2.  2-1-1 San Diego shall provide Participant with a certi cate 
of coverage within ten (10) business days of a written request therefore. 

10.0 DEFINITIONS. 
 10.1 Rules of Interpretation. If, and to the extent there is a con ict between the 
de nition given a term by this Participation Agreement and the BA Agreement or other 
attachment, the de nition stated in the BA Agreement or attachment shall govern. The 
following terms are de ned by HIPAA and incorporated herein as if fully restated: "Business 
Associate Agreement," "Breach," "Permitted Use" “Protected Health Information” and 
“Security Incident.”  

 “Applicable Law” means all laws which govern the subject matter of this Agreement, 
including without limitation all federal, state and local laws which govern the privacy and 
security of personally identi able information under State Law and protected health 
information under both State and Federal Laws and Regulations. Applicable Laws include 
without limitation the Health Insurance Portability And Accountability Act of 1966 and the 
regulations promulgated there under at 45 CFR Parts 160 and 164, (“HIPAA”), the Health 
Information Technology For Economic and Clinical Health Act, Title XIII of Division A and 
Title IV of Division B of the American Recovery and Reinvestment Act of 2009 (“HITECH”), 
and California Civil Code Sections 56.10 et seq., the California Medical Information Act, 
(“CMIA”) and California Civil Code Sections 1798.80 et seq.  

 "Authorized User" means an individual Participant or an individual designated by a 
Participant to access and use the Database, including without limitation, an employee or 
Business Associate of the Participant.  

 “Authorization” means and refers to a written authorization satisfying the 
requirements of 45 CFR Section 164.508, 42 CFR Part 2, and/or California Civil Code Section 
56.11, or other Applicable Law that requires a patient’s express written permission for the 
disclosure of health information including certain types of sensitive healthcare information 
such as drug or alcohol abuse information by a federal or state program, or HIV Test 
Results.    

 "Client" means an individual receiving health care, mental health, or social services or 
government bene ts from a Participant or referral services from 2-1-1 San Diego whose 
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information will be shared pursuant to this Agreement with other Participants.  Client does 
not mean or include those clients whose information is not entered into the Database. 

 “Client Data” means the protected information relating to a Client, including without 
limitation, personally identi able information and protected health information; name, 
address, telephone number, nancial information, health condition and other information 
relevant to the provision of services. 

 "Community" means 2-1-1 San Diego and all Participants registered to use the 
Database, collectively. 

“Consent” means and refers to a Client’s express permission for a Participant to use or 
disclose the Client’s Data to 2-1-1 San Diego and other Participants.   

 "Database" means the software and hardware systems owned and operated by 2-1-1 
San Diego and the processes and procedures, collectively, that enables access, retrieval, 
use, disclosure and exchange of Participant and Client Data between 2-1-1 San Diego and 
the Participants through the Database.    

 "Participant" means an individual or entity that has entered into a Participation 
Agreement with 2-1-1 San Diego.  References to Participant include its employees, agents, 
contractors and Authorized Users if and to the extent such individual accesses the Database 
or Client Data.  

  "Permitted Use" means all activities in connection with submitting, viewing, accessing, 
using, disclosing and exchanging, and retrieving Client Data for the purpose of providing 
treatment, payment, healthcare operations, public health, the determination of eligibility 
for government or other bene ts, care coordination including information and referral and 
program enrollment assistance or other activities performed for or on behalf of a Client or 
Participant and as permitted by Applicable Law.  

11.0 GENERAL PROVISIONS. 

11.1 No Exclusion. The Parties each warrant and represent that neither they nor any of 
their Related Parties have been placed on the sanctions list issued by the o ce of the 
Inspector General of the Department of Health and Human Services pursuant to the 
provisions of 42 U.S.C. 1320a(7), or have been excluded from government contracts by the 

.  
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General Services Administration. A Party will provide the other immediate notice in the 
event either is placed on the sanctions list.    

11.2 Severability. If any provision of this Agreement is determined to be invalid or 
unenforceable, such provision shall be changed so as to best accomplish the objectives of 
the Parties within the limits of applicable law, provided, however, if that is not possible or 
feasible, such provision will be severed from this Agreement to the extent of such 
determination without a ecting the validity or enforceability of such remaining provisions.  

11.3 Governing Laws. This Agreement is governed by and shall be interpreted in 
accordance with the laws of the State of California without regard to its con ict of law 
provisions. The parties waive any objections and agree to the venue and personal 
jurisdiction of the courts of the State of California and the federal courts situated in San 
Diego County over any action arising out of or relating to this Agreement. 

11.4 Force Majeure. No Party shall be liable to the other for any failure to perform its 
obligations under this Agreement, where such failure results from any act of God or other 
cause beyond such party’s reasonable control, including, without limitation, any 
mechanical, electronic, or internet communications failure, terrorist acts, cyber terrorism 
or malicious mischief.       

11.5 Notices. Except as otherwise provided herein, all notices, requests, demands, and 
other communications required or permitted by this Agreement will be in writing and shall 
be deemed to have been duly given, made and received on the date when delivered to the 
other Party at the address stated below the signature line when actually delivered by a 
nationally recognized courier service, or on the third business day following the day when 
deposited in the United States mail, certi ed, postage prepaid, return receipt requested. A 
Party may change its address for Notice, at any time, by giving Notice of such change as 
provided herein. 

11.6 No Agency, No Third Party Bene ciaries.  2-1-1 San Diego provides the 
Database services to Participant but does not act as the Participant’s agent. Participant 
will no  deemed an agent of another Participant as a result of participation in the 
Database .  Nothing in this Agreement is intended to confer upon any third party any 
rights, remedies, or obligations. 

11.7 Modi cations.  Except as speci cally provided herein, no modi cation to the terms 
of this Agreement or the Business Associate Agreement shall be valid, unless in writing and 
signed by the parties hereto.  
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 11.8 Registered User Signatures and Signed Documents. Upon registering with the 
Database, Participant acknowledges and agrees that its Authorized User is authorized to 
adopt as its signature an electronic identi cation consisting of symbols or codes that are to 
be a xed to or contained in an exchange of Data made by the Participant (“Signatures”). 
Any transmission or exchange of Data made pursuant to this Agreement shall be 
considered a “writing” or “in writing” and any such exchange when containing, or to which 
there is a xed, a Signature shall be deemed for all purposes: (a) to have been “signed” (a 
“Signed Documents”) and (b) to constitute an original when printed from electronic les or 
records established and maintained in the normal course of business.  Participant will not 
contest the validity or enforceability of Signed Documents under the provisions of any 
applicable law as they may relate to the requirement that certain agreements be in writing 
or signed by the party to be bound thereby. Signed Documents, if introduced as evidence 
on paper in any judicial, arbitration, mediation, or administrative proceedings will be 
admissible as between the parties to the same extent and under the same condition as 
other business records originated and maintained in paper form.   

 11.9 Complete Agreement. The terms of this Agreement and its Attachments and 
Exhibits collectively represent the entire understanding between the Parties and supersede 
all previous agreements, whether oral or in writing. The Attachments and/or Exhibits 
attached to this Agreement and identi ed in the Summary box on page one, are fully 
incorporated and made a part of this Agreement by this reference as if fully stated herein. 

 11.10 Survival.  Notwithstanding any expiration or earlier termination of this 
Agreement, those provisions which by their meaning are intended to survive termination, 
including, or in addition to the following provisions of this Agreement relating to the 
following matters, shall survive termination in accordance with their terms: 
(Indemni cation), (Representations and Warranties; Limitations), (Liability Limitations), 
(Survival), (Section 10 De nitions), (General Provisions) and Exhibit A (Business Associate 
Provisions).  Termination of this Agreement by a Party shall not relieve the other Party 
hereto from any liability that at the time of termination already accrued to the other Party 
or which thereafter may accrue in respect of any act or omission of such Party prior to 
termination or any continuing obligation imposed by applicable law. 

11.11 Authorized Agent Signature. By signing this Agreement, the undersigned 
represents and warrants that he or she has received and read a copy of this Agreement, 
inclusive of attachments and exhibits, and that he or she is either (a) the Participant or, (b) 
if the Participant is an organization, an individual acting on the Participant’s behalf who is 
authorized to sign and enter into this Agreement.  
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11.12 Counterpart Signatures and Facsimile Signatures.  This Agreement may be 
executed and delivered in counterparts, all of which taken together shall constitute one 
single agreement between the parties.  A facsimile transmission of the executed signature 
page of this Agreement shall constitute due and proper execution and delivery of this 
Agreement. 

 
 
 

SIGNATURES: 

By: ________________________________ 
Its:  Authorized Representative 
Date: 

Address for Notice: 

By: _________________________________ 
Its:  Authorized Representative 
Date: 

Address for Notice: 

EXHIBIT A 
BUSINESS ASSOCIATE AGREEMENT 

[The attached BAA applies to the parties only to the extent that a business 
associate relationship exists within the meaning of 45 CFR 160.103.] 
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HIPAA:  
Business Associate Agreement 

BAA
Business Associate”
Covered Entity

This BAA applies to the parties only to the extent that a business 
associate relationship exists within the meaning of 45 CFR 160.03.

RECITALS 

Whereas

Whereas

Now therefore

TERMS AND CONDITIONS 

ARTICLE I 
DEFINITIONS: 

1.1.  De nition of Capitalized Terms.

"Agreement" 

  

 “Privacy Laws"  
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 “Breach”

 "Business Associate"

 “Business Associate Subcontractor” or 
“Subcontractor” 

 "Covered Entity"

“Permitted Purpose”

 "Protected Healthcare Information" PHI

Security Incident

"Services"

“Participation Agreement”

ARTICLE II 
COMPLIANCE WITH THE PRIVACY LAWS 

 2.1.  Parties Mutual Obligation to Comply with 
Privacy Laws.  

2.2.  E ect of BAA.

ARTICLE III 
USE AND DISCLOSURE OF PHI 

3.1.  Permitted Uses and Disclosures: 

3.2.  Management and Administration.  
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3.3. Data Aggregation.

3.4. De-Identi ed.

3.5.  Limited Data Set.

3.6. Minimum Necessary.

ARTICLE IV 
OBLIGATIONS OF BUSINESS ASSOCIATE: 

4.1.  Nondisclosure.  

 
4.2.  Safeguards

 
4.3.  Report Unauthorized Use or Disclosures to 
Covered Entity.  

 
4.4.  Business Associate Subcontractors.

4.5.  Accounting to Individual of Disclosures.

4.6.  Amendments to PHI.  

4.7. Compliance Audit.

4.8.  Marketing or Sale of PHI.

4.9. Indecipherable or Lost PHI.

4.10.  Designated Record Set.
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4.11.  Standard Transactions.

4.12. Covered Entity’s Obligations.

4.13. Export of PHI.

4.14. Notice and Opportunity to Oppose Disclosure.

ARTICLE V 
COVERED ENTITY OBLIGATIONS 

5.1.  Restriction on Use or Disclosure.  
 

5.2.  Consent or Authorization.

5.3.  Notice of Privacy Practices.

ARTICLE VI 
BREACH OR SECURITY INCIDENT 

6.1. Breach or Security Incidents

6.2. Investigation and Corrective Action

6.3  Noti cation To Individuals

6.4.  Noti cation to Media.  

ARTICLE VII 
TERM AND TERMINATION
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7.1. Term

7.2. Termination for Cause

7.3. Obligations of a Party Upon Termination.

ARTICLE VIII:
MISCELLANEOUS PROVISIONS. 

8.1. Contradictory Terms; Construction of Terms. 

8.2. Amendment.

8.3. Interpretation.

8.4. No Agency.

8.5. Survival.

 8.6. Notice.

 8.7.  Severability.  

8.8. Debarment, Suspension.  
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 8.9.  Attorneys Fees.  

8.10.  Jurisdiction/Venue.  

 

8.11.  Counterparts.

IN WITNESS WHEREOF

BUSINESS ASSOCIATE: 

Address For Notice: 

COVERED ENTITY/BUSINESS ASSOCIATE: 

Address For Notice: 
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